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Outline

I. Threshold secret sharing

• Shamir t-out-of-n threshold scheme

II. Publicly verifiable secret sharing (PVSS)

• Focus on ElGamal-based construction, CRYPTO’99
“A Simple Publicly Verifiable Secret Sharing Scheme and its Application to Electronic Voting”

III. Applications in threshold cryptography
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Threshold secret sharing,     1 ≤ t ≤ n

• Distribution: dealer D distributes shares Si of secret S

among participants P1 ,…, Pn

• Reconstruction: any size-t set of participants get secret  

S from their shares Si

P1

Pn

D R

SS

S



Shamir’s scheme with threshold t

secret

p(0) = S

1 2 3 4 5 6 7

polynomial p(x)

Distribute S: give      Si = p(i) to participant Pi for random p(x) of degree < t

Reconstruct S:  Lagrange interpolation of any t points

secret

p(0) = S



Shamir threshold scheme (actual version)

prime q = 97

degree  d = 1 degree  d = 2

Polynomials over finite field ℤ𝒒



Cheating: modify point on polynomial

(by dealer or by a participant)

Example:  replace share S3 by a different share S’3

to change secret from S to S’ 

S

1 2 3 4 5 6 7

S’3

S’

S3



Shamir threshold scheme

• Pros:

• Simple and efficient

• Perfect secret sharing:

− if you lack a single share, no information on the secret

− also for finite fields of low order q

• Information-theoretically secure

− hence quantum-secure

• Cons:

• Requires private channels from dealer to participants

• No protection against active attacks

− cheating dealer: inconsistent shares

− cheating participants:   forged shares 
S
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Part II

Publicly Verifiable 

Secret Sharing 



Verifiable Secret Sharing (VSS)

• To stop cheating dealers/participants

• Error-correcting codes to deal with cheating 

participants [McEliece&Sarwate’81]

• VSS scheme to deal also with a cheating dealer                             

[Chor&Goldwasser&Micali&Awerbuch’85]

• Noninteractive VSS [Feldman’87]

• Information-theoretic VSS [Pedersen’91]

• Publicly VSS [Stadler’96]



Publicly Verifiable Secret Sharing (PVSS)

• Public verifiability

• anybody is able to check dealer and participants

• Use public broadcast channel

• e.g., blockchain

• private channels are not publicly verifiable

• Resort to computational protection of shares

• e.g., Decision Diffie-Hellman assumption

• Noninteractive scheme

• “no complaining” by individual participants



PVSS  ≡ “public key cryptosystem 

with threshold decryption”

PK-encrypted share for P1

PK-encrypted share for P2

PK-encrypted share for Pn

Consistency proof

Dealer’s message ≡ “ciphertext”

PK-decrypted share of P1

Validity proof

Participant P1’s message:

PK-decrypted share of Pn

Validity proof

Participant Pn’s message:

Distribution of secret Reconstruction of secret



ElGamal-based PVSS (CRYPTO ‘99)

• ElGamal encryption for random messages

(like key encapsulation in KEMs)

• Works with any cyclic group <g> of prime order q
• let h be a group element s.t. nobody knows log𝒈 𝒉

1. Initialization: 

• Pi registers public key    yi = 𝒉𝒙𝒊

2. Distribution: 

• commitments Cj = 𝒈𝜶𝒋 to coefficients 𝜶𝒋 of polynomial p(x)

• encrypted shares  Yi = yi
p(i) plus ∑-proof

3. Reconstruction:

• Pi decrypts  Yi and releases  Si = h p(i) plus ∑-proof

• recover S by Lagrange interpolation in the exponent



Properties ≈ 

threshold-ElGamal cryptosystem

• Works in any Discrete-Log setting with DDH assumption

− secure against passive attacks

• Dynamic selection of sets of participants

− reuse already registered public keys

− no need for distributed key generation (DKG) 

• Homomorphic properties

− ZeroKnowledge and MPC friendly

• Security against active attacks from ∑-proofs

• Performance roughly linear in n



Part III

Applications in 

Threshold

Cryptography



(1/4) Direct applications

• In any application of threshold secret sharing

• second layer on top of Shamir’s scheme

− to protect Shamir’s scheme against active attacks

− to replace “plain” Verifiable Secret Sharing

• For (public) storage of secret information 

• in escrow, on a blockchain

− threshold property for more resilience

− ad hoc/dynamic selection of participants



(2/4) An alternative threshold   

homomorphic cryptosystem

• For use in e-voting:

• to encrypt the votes

• allows homomorphic tallying

• compatible with efficient ∑-proofs

• For use in e-auctions

• …

• More generally, for use with verifiable (auditable) MPC:

• outsource MPC to (dynamically) selected parties

• verifiable input and output for MPC

• implemented in PRIVILEDGE using MPyC framework 

To solve World’s Billionaires Problem

https://github.com/lschoe/mpyc/


Wannabe billionaires …

© 2019 CNBC LLC. All Rights Reserved. A Division of NBCUniversal

Courtesy Toon Segers



The World’s Billionaires Problem

Upgrade of Yao’s Millionaires’ problem 

Verifiable input:

• Encrypted tax returns 

• Signed by tax authority

• Posted on blockchain  

Verifiable output:  

• Top 400 billionaires world-wide 

Privacy for all outside top 400

Source: Forbes.com, 

Published March 5, 2019 (link)

© 2019 Forbes Media LLC. All  Rights Reserved.

priviledge-project.eu

https://www.forbes.com/billionaires/#7c43a0f8251c
http://www.priviledge-project.eu/


(3/4) Randomness beacons

• Verifiable randomness, for blockchains like Cardano

• PVSS extensions like SCRAPE [Cascudo&David, ACNS ’17]

• Note: SCRAPE speed up for consistency proof may kick in 

a bit later than suggested

• CRYPTO’99: recompute  𝑿𝒊 = ς𝒋=𝟎
𝒕−𝟏𝑪𝒋

𝒊𝒋 =𝒉𝒑(𝒊) (*)

• SCRAPE: check ς𝒊=𝟏
𝒏 𝑿𝒊

𝒄𝒊
⊥

=1 (**) with (𝒄𝟏
⊥

, …, 𝒄𝒏
⊥) in dual code

Claimed to reduce #exponentiations from O(nt) to O(n).

However exponentiations in (*) are not full ones, unlike in (**) :

• Horner’s scheme for (*):  O(n t log n) multiplications

• (**)  takes:                          O(n log q) multiplications           

• break even around n = 100 participants, say, as q is a large prime



(4/4) What else? 

• (Ad hoc) group key management, key distribution

• … many more applications



Conclusion

• PVSS relatively simple

• behaves as ElGamal encryption 

• with dynamically defined threshold decryption

• noninteractive --> “no complaining”

• ZK and MPC friendly

• performance reasonable (linear in n)

• PVSS versatile cryptographic primitive

• as second layer on top of Shamir scheme

• for threshold cryptography

• Questions ?  To berry@win.tue.nl

mailto:berry@win.tue.nl?subject=PVSS
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